Logging into SystmOne
1. Insert your Smartcard in the reader on your machine. 
(Note - you need to be connected to the VPN via Swivel if working remotely)

2. Enter your Smartcard card passcode.
(You would have set this up when you were first issued with the Smartcard)
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3. Select your role from the pop-up box – ‘Health Professional Access Role’.

4. [image: ]Locate ‘SystmOne’ on your machine.

If it isn’t already available on your desktop as a shortcut, you should be able to locate it by clicking on the search icon in your tool bar and searching for ‘SystmOne’:

5. After loading you will eventually come to the ‘Authentication’ screen:
[image: ]

Click this option




6. A box will pop up asking if you are ‘an existing user’ or ‘a new user’ – select ‘NEW’ (unless you currently already have access to other units – then select ‘EXISTING’).
 
7. [image: ]The ‘Welcome’ page will load, you will then see any units that you have 
access to. Click the ‘Log on’ button next to the unit you want to log on to:
8. The SystmOne Home screen will then load. You will get the usual ‘PC location’ pop up and also potentially the warning message regarding your screen resolution (if using a laptop). You should also get a pop up to confirm your ‘access rights’.

You can then log out of the system.

As previously mentioned, we would recommend registering for the ‘self-service’ for Smartcards, this will allow you to unlock your own Smartcard passcode should you forget it or accidentally lock it. (Note: you would need to register for this before you lock it).




Please email: Dhcft.eprtrainers@nhs.net if you experience any errors or issues.
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Normally when an NHS Smartcard is blocked or the password/passcode is forgotten the card needs to be taken to a Smartcard Technician to get unlocked. A new feature has been released by HSCIC that can enable staff to unlock their own smartcards without this need. 



Below are the two processes necessary for this; The first is how to register for the Self Service Unlock on the NHS Spine and the second is about how to unlock your smartcard through the Smartcard Service Centre in the unfortunate event that it gets blocked or you forget your password/passcode.



Self Service Unlock Registration



During registration for the Self Service Unlock feature of smartcards you will be asked to add or update your email address (which will be used in the Self Service unlock process).



The below instructions will guide you through registering for the Self Service unlock function and how to update you email address.



Please note that you must register for the service with an email address ending in “nhs.net” (without quotes)



You first need to log into the National NHS Spine Portal and load up your smartcard profile. You can do this by following the below steps.



1. Put your smartcard into your computer and log onto it using your smartcard password/passcode



2. Click on the link opposite (https://uim.national.ncrs.nhs.uk/urswebapp)  to be taken to the Care Identity Service (making sure to click “run” or “allow” on any and all prompts/pop ups you might get) 
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3. Once on the Care Identity Service click on “My Profile” on the right hand side of the Dashboard



4. You should now be greeted with your smartcard profile (showing your personal details)









5. Scroll down the page and click the “Register” button under the Self Service section, this will bring up the Self Service Registration window. 
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6. Click “continue” and you will be prompted to enter in your current smartcard password/passcode, once done click on continue.
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7. You will now need to set up 4 security question; you will be asked 2 or more of them in order to reset your smartcard password in the future after successful registration
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8. Once you have chosen your security questions and given answers to them you will need to click on Continue” at the bottom of the page.



9. You will now be prompted to confirm your email address, providing that the email address is an NHS mail one (@nhs.net)
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10. Click on Continue once done to be sent a registration code to the email address provided (Please check your Junk folder in case the email is flagged as Junk. This code is only valid for 15 minutes)
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11. Once you have received the code enter it into the box on screen, and click on Confirm
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12. The page will then refresh, will take you back to your profile and show the below message if the registration has been successful.
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13. You can also check to see if you’ve been registered by scrolling down to the Self Service section on your profile and you should see “registered” under the status column on the right hand side of that section of your profile. 
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Unlock Smartcard using the Smartcard Service Centre





If you have forgotten the password/passcode for your smartcard then as long as you have registered for the above service you can reset the password/passcode for your smartcard without having to take the card to a smartcard technician.



The Self Service unlock is also useful in the event that there isn’t a smartcard technician near to where you are based or if they are not available. 



1. Put your smartcard in/on to a smartcard reader (Keyboard, laptop or external Reader) and click “cancel” when the password/passcode box appears.
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2. Click on the link opposite https://uim.national.ncrs.nhs.uk/selfservicewebapp/unlockCardStart (It is recommended that you bookmark/favourite the page so you can get to it quickly and easily if needed in the future)  to be taken to the Smartcard Service Centre and click on “Start” to begin the unlock process (do not use Google Chrome)
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3. To confirm your identity, you will be asked to answer 2-4 security questions (You should not attempt to unlock a card that is not yours as this could result disciplinary action)*



*After 3 failed attempts here, you will not be able to proceed and you will have to contact a Smartcard Administrator or raise a call with the IT Service Desk for help with unlocking your Smartcard
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4. Once you’ve put in the answers to your security questions click on “Next” which will then email you an unlock code (see below email) which is valid for 15 minutes



Please note this is not your new Password/PIN (it is only temporary)
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5. Once you receive the unlock code type it into the Smartcard Unlock Code box on screen and click on next
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6. If successful you will now be given the opportunity to enter in a new password/Passcode for your smartcard. 
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7. The password/passcode must be between 4 and 8 characters in length and can be  any combination of alphanumeric or special characters



8. Once complete and if successful you will see the below message advising you that the card unlock was successful and to remove and re-insert your card to log in using the new passcode/password you just set up. 
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